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JAN 2 2 1998

Mr. Matthe~ J. Flanigan
President
Telecommunications Industry Association
2500 Wilson Boulevard
Suite 300
Arlington, VA 22201-3834

Dear Mr. Flanigan:

This letter responds to concerns expressed recently by
members of the telecommunications industry with respect to the
taking (or forbearance) of enforcement actions under the
communications Assistance for Law Enforcement Act (CALEA).

As you know, in enacting CALEA, Congress intended to
preserve law enforcement's electronic surveillance capabilities
and to prevent those capabilities from being eroded by
technological impediments related to advanced telecommunications
technologies, services, and features. To that end, Congress also
specified that the solutions to overcome these impediments must
be implemented within four years of the date of CALEA's
enactment. The deadline for carriers to comply with section 103
of CALEA is october 25, 1998.

The Federal Bureau of Investigation (FBI) is working
diligently with members of the industry, both individually and
collectively, to ensure that the carriers and manufacturers are
able to meet the deadline. In those situations where the carrier
can foresee that it will not be able to meet the deadline because
the manUfacturer has yet to develop the solutions, the FBI is
prepared to enter into an agreement with the manufacturer of the
carrier's equipment wherein both parties (the FBI and a
manufacturer) would agree upon the technological requirements and
functionality for a specific switch platform (or other non-switch
solution) and a reasonable and fair d~ployment schedule which
would incl~de verifiable milestones. In return, the Department
will not pursue an enforcement action against the manufacturer or
carrier as long as the terms of the agreement are met in the time
frames specified. The Department will not pursue enforcement
action against any carrier utilizing the switch platform (or non
switch solution) named in the agreement. Finally, the Department
will support a carrier's petition to the Federal Communications
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commission (FCC) for an extension of the compliance date for the
equipment named in the agreement and for the length of time
specified in the agreement. Where an agreement has been signed,
if a dispute arises between the manUfacturer and the FBI which
cannot be resolved, the manufacturer may appeal the issue
directly to the Attorney General or her designate for prompt
resolution.

Your continued willingness to work toward solutions which
will support law enforcement's electronic surveillance
requirements is greatly appreciated.

Sincerely,

cL//L;;~'
//Janet Reno
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Mr. Tom Barba
StGptoc & Johnson LLP
Attorney a t: La~

13JOConnecticut Avenue, NW
Washington, DC 20036-1795

Dear !1r. Barba:

This letter confirms discussions held bet....ee:: the Departlnent of
JusLice (DOJ), the Federal Bureau of Investigation (FBI), and
representatives of the telecommunications industry during a
January 23, 1998, meeting1 regarding DOJ's pos;ition on t.he legal
status under the Communications Assistance fo::: Law Enforcem.ent
Act (CALEA.) of the 11 electronic surveillance capabilities
(referred to as the ·punch list") that are mibsing from the
current Telecommunic..a.tions Industry Association (TIA) 'elect.ronic
surveillance stand.ard J-STD-025. Additionally, it confirms the
terms and conditions upon whiCh DOJ vill forbear brinqing
enforcement actions against industry members for non-comp1iance
..."ith CALEA-

"Punch Liat"

DOJ has reviewed the ~1 "punch list" c.apabilities in'reference to
CALEA, its legislative history, and the underlying electronic
surveillance statutes2

• 'In addition, DOJ reViewed a ~emorandum
evaluating the ·puneh list" under CAL£A that va, prepared by, 'the.
office of General ,Counsel (~)' of 'the FBI. As; a result of i t5

lThose, ~ attendance at the January 2~, 1998, llleetinq included
representatives from the Cellular Te.leco1:llJllunications Xndustry
ASGociation (CTIA), Perso~al c01llmunications Ind.ustry Association
(pelA), Telecommunications Industry Association (I1'IA), Oni'ted
·States, ~elephone As;soci~tio~ {USTA}, Bell Atlantic, Department of
,Justice and the Federal Bureau of Investigation.

1. CALEA was enacted to preserve .the Qlectronic surveillance
capabilities of law enforcement .commensurate vltD. the legal.
authority found in the·underlying electronic ~eillanoe

statues, and so that e~ectronic surveillance. e.fforts coUl.d be
conducted properly pursuant to these statues.
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review, DOJ is providing the fOllowing legal opinion: 9 of the
11 capabilities are clearly \iithin
the scope of CALEA and the underlying electronic Gurvei~lance
statutes. These nine capabilit.ies are1

:

•
•
•

•
•
•
•
•

Content 01: confer'ilnced calls;
Party Hold, PartY·~oin, Party Drop;
Access to subje~-initiateddialing and signa~lng;

Notification Kessa~e (in-band and out-ai-band
signalin9) ; . .
Timing to correlate call data and call content;
Surveillance Status Message;
Feature statu~ Message;
Continuity Check; and
Post cut-thro'-l~h dialing and signaling,

with respect to the t: irst four capabilities (Content of
conferenced calls; Party Hold, Party Join, Party Drop; ACCess to
subject~initiateddialing and signaling; an~ Notification Kessage
of ~n-band and aut-at-band signaling), DOJ fi~ly believes that
la>l enforcement' s analysis and position regarding these
assistance capability requirements satisfy CALEA section 103
requirements. These descriptions are set forth in the response
submitted by the FBI' to 'rIA Committee TR45.2 during the
balloting process on standards document SP-3S80A.

with respect to the. fifth through- the ninth C3l;'abilities (Timing
to correlate call C1a.ta and call content; Surve~llance status
Message; Feature status Message; Continuity Check; and Post cut
through dialing and signaling), OOJ has also ccncluded that. 1a..
enforcement's position satisfies CALEA section 103 requirements.
Because of this opinion, discussion between the indu.stry and law
enforcement will be required in order to select a mutually
acceptable means of delivering the information specifie.d by eaCh
capability, Thus, if industry disagrees ~it.h lali enforcement's
proposed delivery methocl, it I1Nst affirmatively propose a
meaningfUl and effective. alternative. .

.Based upon the foregoing- analysis, it is DOJ's opinion that TI.A
int:era sta.ndard. J":'S'XD--025 is.. failing to inclUde ~d properly
address the nine :eapabi1.ities listed above. Indust:ry and J.aw
enforcement may. wish to act 1n concert to rQvise the interim.
standard J-STO-025 :to include solutions for each of these m.issi.nq
electronic surveillance capabilities,

3 See Items ~-7 I 9, and lO or Attachl!lent A •

.. 'l'he FBI is C1.osely eoordinatin9' its efforts vith state and
local la.... enforcement' representat.ive6 across the nation. In this
document "'law enforcement- and ·-FBI"' re.ferto this partnership and
are used interchangeably.
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With respect to capability number eight (Standaraized Delivery
In~erface), although a singledeliv~ interface is not ~andated

by CALEA., DOJ believes that a single, standard interface would be
cost effective and of great benefit to both law enforcement and
telecommunications carriers. Rec~nt productive discussions with
industry have resulted in what DOJ believes is an acceptable
cO'mpromise, 'Whereby the industry would commit to a· l.imited 'nUJ:llber
of no more than five delivary interfaoes. DOJ 6uppOrtS such an
agreement.

with respect to capability number 11 (Separated Delivery), DOJ,
while recognizing the usefulness of such.Qelivery for the
effectiveness of electronic surveillance, nevertheless does not
believe that CALEA section 10~, or the underlying electronic
surveillance statutes, rQqtiire separated deliver)',

Building on the progress made during the final months of 1997,
the FBI's CALEA Implementation' section (CIS) ~ill continue.to
work with solu~ion providerss to reach an agreement on the
technical feasibility of all the CALEA capabi.lity requirements.

Forbear~ru;e

During the January 23, 1998, ~eeting, the p~ies discussed the
cond.itions under which DO.! would agree not to pursue enforcement
actions against the carrier under section 108 of CALEA vith
regard to the CALEA mandate that a carrier ~eet tag assistance
capability requirements pU4suant to CALEA section 103 by
October 25, 1995. or against a manuf~cturer ~ith respect to its
obligation under CALEAsection10G(b) to make .features or
modificati.ons available on a "reasonably timely basis." A l.etter
from the O!fice or'the Attorney General, vhich was provided to
all meeting attendees, out~ined the basic conditions regard~g

forbearance:

In those situati.ons 'Where the carrier can foresee that
it will not be able to meet the deadline because the
manufacturer has yet to develop the solutions, the FBI
is prepared to enter into an agreement \lith the
manufactUrer of the carrier' s equip~t lfherein bo1:ll
parties·' (the ··FBI and a manufac*urer) would aqree upon .

. the teebnological requ.iremen1:s and functionality for a
speci.fic switch pla'tforlll (or. other non-switch solution)
and a reasonable and fair deployment schedule which
wou~c1 inclUde ve.rif.icible lIli1.estones. In: return, DOJ
will not· pursue "an enforcement action against the
~anufacturer 'or carrier as long as the terms of the
agreement are' met in the time frames specified.. . DOJ

s Solutions p~ovider6' include not only switch-based
manufaCturers, and support service prov.iders, but other industry
entities that are engaged in the development of netvork-based and
other CALEA-compliant solutions.



wi~l.not pursue enforcement action against any carrier
utl1~zing th~ switch platform (or non-switch solution)
named in the agreement. ,

DOJ, in consultation with the FBI,has further elaborated on the
conditions related to forbearancca as £o11ows: .

Any ~emberof the te~ecomm~i<:ationl:.industry seeking forbearance
must sUbmit t.o CIS a st:.atementthat identifies the following:

1. The CALEAcapability re.quirement5 that ~ill. be included
in its platform or designed into any non-switCh-based
solution,

2, The projected date by which the platform; or non
s~itch-based solution, will be made commercially
available, the ·commercially available date."

J. A timeline for 4es~gn, development, and testing
~ilestones that ~illbe achieved by the manufacturer
from the start ot thep'rojec~ through the commercially
available date, the -llulestone tiroeline."

~. A schedUle for furniShing information to CIS at each
milestone. to permit CIS ~o ve:rify that a lIlilestone has
been reached,

5. A list of specific types of infonnation to be provided
according to the foregoing schedule.

6, 1>0. schedule for providing mutually agreed upon data to·
CIS trom Which ehe Goverronent ",ill be able to d.etermine
the fairness and reasonableness of the CALEA solution
price.

7. A list of the specific types of price-related data to
be provided.

With respect to ite~ 1, the term '"'CALEA.eapabilit.y requirements'"
refers to the functions defined in the ,TIA interiJn standard
J~STD~O~5 andthe·~lr6t nine.punch list ca~abilities described
earlier in' this .letter._ Lav enforce.men~ ,w111 work wit:h each'
solution provider as. it pr~u.ee.s'a 1:echnieal feasibility study to
confirm its understandinq of, and ability to meet., the CAI.aEA
capa.bility requirements. For those avitchinq platforms, or non
switch-based solutions, on which a capability is tQchnically
infeasible, l.av enforcement vill consul~ with solution providers
to assess ,the pogg~bility'~f providing effective technioal
alternatives that will SCi11 provide. law enforcement with the
necessary evidentiary and ~inimization data sought by the
capability. .

With respect to item 2, the term ·co1nll1ercially availab~e dat;e"
refers to the date ~hen the platforn or non-s~itch-based solution
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will be ~ade available by the solution provider for the ~ediate
purchase and deployment by a carrier. That date shall, in no
event, extend beyond the f~s~ currently sched~led software
generic product release after the. Octo~ 25, 1998, capability
compliance date_ with resped: to it~3, ~the term '''1ailestone
timeline" refers to' a SChedule of the necessarydesi9'I\,·.:··
development, and testinq steps to be taJ<e.n by a solu~ion' provider
in makin9' a product cOmIl1ercially avai~ab1e.·io1ithrespectto' item
4, a solution provider is expected to include a. schedule. .
specifying the. tiJne after the comple.t.ion tlfeachmilestone "hen
CIS will be' able to verify that the iniles'tone has been reached.
With respect ·to item 5, the specific types of information
contained in the affirmative confirmation of the fore9oinq
schedule. will include, but not be lim.itedto, draft desiqn
documents,. feature specification documents I ar;d tes~ resu1.ts.
With respect to item 6, a solution provider is expected to
1?rovide .a schedule detailing the delivery to CIS of all necessary
~nformation for the government to make a determination of the
fairness and reasonableness or the price of the solution
provider's commercially available CALEA solu~ion. With respect
to item 7, the specific types of information contained in the
price-related information ot the foregoing schedule will include,
but not be limited to, market prices of comparable features ~ith

similar levels of design, developroent, and testing effort.

Forbearance for a solution provider, and its carrier customers,
'Will be conditioned upon its abilit.y to provide the above listed
i~emG as ~ell as to ~eet verifi~ble solution cevelopment
milestones. A solution provider'S failure to ~eet these
milestones vil~ result in the loss of forbearance for the
solution provider.

Carrier forbea.rance ends ....ith the cOm!l1e.rcial availability of a
solution. switches, or portions of a network, of historical
importance. 'Co J.av enforcement for \Ohich the government must
reimburse the carrier will be identified.}:)y CIS. Equipll1ent,
facilities, and services inst.all~ or deploye.d after January ~,

~99S~ will be inclu.ded in any forhearance until a solution is
commercially ·av~i1able. Followinq solution availability, ~or
those switch~s or .portions or a network not identified by CIS,
carriers .are expected to 'fo;llow their nonnal deploY1Jlent processes

. in determining which witches, or portions of their net:works,
will be upgraded with the CALEA capabilities. FigUre 1
illustrates the basic elements of forbearance. .
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F~--e 1: Forbearance:

The foregoing forbearance discussion centers on two separate and
distinct agreements: Agreements in Principle (AlP) betveen the
FEI and a solutiori pr~viQer~and cooperative Agreements bet~een
the FBI and a carr ier. . ..

In an AlP, the FBI and so~ution providers agree that solution
providers have com~lied with the seven criteria listed above,
including a feasib~lity analysis and pricing information for
CALEA capability requirements. The feasibility analysis and
pricing information wil~ alloY the governmen~ to finalize its
posicion regardin9 th6 standard, extension of the compliance
dates, for~earance, etc. The FBI, in consultation with la~

enforcement, will not be in a position to make critical
determinations until the information described in the above seven
cri~eria has been provided. .

Currently many versions of draft AIPs are circulating, botn YBI
and. industry-generated, and SOlDe are more comprehensive th~n is
presently warranted. SOJZl.e: of the AIPs in circulation vere
der i ved from an·.~p drafted· by TI.A. The . FBI bopes to meet "Ii.th
TIA during 'the \leek ·of Febru~ 2, 1998, 'to discuss the proposed
Alp·. The result,5 of Uese discussions \rill then })e. diss61linated
to TIA's~embership and any other interested sOlution provider.

The cooperative Agreemen't., on the ·other hanel, is the contractual
vebicle whereby telec:ommunicationQ ca~1.ers vill receive
reilUburseme.nt for their eligible CALEA costs . cooperative
Agreements %!:lay be executed tor <11fferent: purposes at. dUferent
stagQs of CALEA ilnplQ1Uent:ation. For example, an initia.l round 01:.
Cooperat~ve Agreemen~ neqotia~lonsis taking place to establish
contractual vehicles Whereby carriers SEllected to support
specific solution providers w1t:h the feasibility analyses and
pricinq info~atlon may receive reimbursement tor assisting in
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this effort. Unfortunately, this initial rouna of negotiations
has encountered some problems. one of the issues is the .
clarification of a carrier's role in assisting in the .analysis of
t~e sol~tio~~rovider:s-proposed.solution.. rt appears fro~ _
d~scuss~on6 v~th'c~1Qr~~a~ a mutual understanding of the
~ntent of. th~ qovernJllent ~,s. p~posed languagefor: 'the. Cooper:ative
Agr2ementsand its., Statement of Work'(SOW) . does not yet ·ex:1st.
carriers eommented.·.. that t:he SOW included a consultative role that
the carriers araunab1.e or·unwiilinq. -to perform.. iAlthough ·.it was
t..heqavernmE!nt~s·ititent ·to construct'an SOW tlexible 'enough to
alia"" carriers to'accommoc1ate their nOrlIlal roles in the solution
provider product development process, the proposals received in
response to the SOW have been too non-specific to provide rea~

v·alue.

'rhe FBI still believes', 'and ~ha6' had it confirmed by solution
providers, that carriers· have an essential role to play in
developinq the CALEA solution. The FBI will nay request that
each solution provider describe in detail the typical interaction
it ~ight have with one of its carrier cus~omerb during new
product develop~ent. These descriptions will then be .
~ncorporated into the proposed sows! which the gove~ent vill
seek from carriers.

Your continued willingness to work with law enforc~ent toward
the development of e~ectronic surveillance solutions is greatly
appreciated.

Sincerely,



BR~~r DESCRIPTIOK OP PUNcH LlS~ CAPA8!tITIES-
NWIIJ:l.r ' )fAA. ~.cript.ioa

1 content of capability would en4ble ldw enforc~nt ACCQ~a to
Bubject-initi~tad,,- .con~~nt-Qf confer~ee cdls supported by 'the
contarenc9 c~lle lSu.b-jec:£~.,88".1CQ (including :the cui cClntent of

pareie. on hold).
,- '

:2 Party Hold, Jo~n. Xe8I1aq.. 'WOuld. be oent to laW' enforcement th4t
1 Drop id.QDtifythe activepareiaa o£ a call.

i
Specifically, on a conferaneQ call, thage mQggagoB
would indicate whQthor a party ig on hold, h.G

I joined or hao been droppod from the conference ca.11.

3 AccaOB to eUbject- Acceas.tO all d~alin9 and aiqnalinq information
initiated dialing available tro~ the subject ~ould Lnform law
a.nd signaling enforcement of ~ 8ubjoct'e U8e or features.

~
(Sxamples include thQ UGQ of flash-hook, and other
feature keye. I

4 In-band and OUt.- A msssRsa would be sent: to lalo' cnforeecnent when 0- •
of-band oign4l.1.og 8ubject'S »9rvicQ gQn~o a tone. or ot.her netvork
(Notific4tion ~eeag8 to ~hQ subject or a.eaociate. Thie can
HeRsage) ~nclude notificat.ion that a. line ia ringing or bcsi"

: S Timing to Information necessary to correlate call i(jent~fYinQ

aoooci.a.tc call i.nfarmat.1on wit~ the call content at a
dat;a to content co~unication8 intercQp~ion.

6 surveil.la.nco Message that \1ould -provlde the verifiCAtion tha~ an
StlLt\1B K4!l66ag~ int;erceptiol'l. h: seill functioning on the approprtate

sUbject.

? Continuity Check Electronic signal that would alert l.~ Qnforc~nt

<C-Tone) if the facUlty usod for delivery of c:all content
interception has fa11ed or lost' con~inuity.

a StanC1ard.1.:e<1 ,Houle lilnlt the nlJmber o~ potential delivery
delivery interface ~n~Qrfaces 1a\1 enforcQmeot woul~ need to acc~datg

from tile industry ~

9 l"oatur:e Stat\:.& ~.lJllge \oI'Oulti provide affirmatLVQ notificaticn of
KC08&go any cbange 1n .·Ilubjec;t;'. 8ubaeribed-to foaturcs.

10 P08t cu~-through Information would. inclucie those diqJ.ts 4f&led by a
dialS-ng,Qnd Dubject after the i.nit1111 call setup is, cOCftpleted.
ei.qnalJ.nC} .

11 separated delLvery ~ach ~ty tg • C:OIIlIZlUnic:ation would. 1>& '401.1vered
a epa.ra,tel'y to lB.'" enforcetUcut, wi,1:ho\:.tcotrlbi.ning, l'l.1.1
the voic:es of an inte~cepted. (confe=ence) call.


